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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

YK-6 CriocobeH ympaBisiTh CBOMM BPEMEHEM, BHICTPAUBATh M PEATM30BBIBATH TPACKTOPUIO CAMOPA3BUTHS
Ha OCHOBE PUHLIUIIOB 00pa30BaHUs B TEUEHUE BCEH KU3HU

1.2 Tumel 3aga4 mpoQecCHOHATBHOU NeATeNbHOCTH, K KOTOPBIM TOTOBSTCS OOydYaroluecss B paMKax

OCBOCHHUA NUCHUIIIIUHBI:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN

- DKCIUTyaTalMOHHBIN

1.3 JlucuuriinHa OpHEHTUPOBAaHA Ha MOJATOTOBKY OOydYarommxcs K MpodeccHoHaTbHON IeSTEILHOCTH B
cdepe: 06 Csa3b, HHPOPMAIIMOHHBIC I KOMMYHUKAITMOHHBIE TEXHOJOTHH (B c(epe TEXHUKU U TEXHOJIOTHH,

OXBAaTBIBAIOUICH COBOKYNHOCTH MpPOOJIeM,

CBIA3aHHBIX C oOOecleYyeHUEM 3allUIIEHHOCTH OOBEKTOB

MH(OPMAaTH3AIMU B YCIOBUAX CYIIECTBOBAHHS YTPO3 B MH(POPMALMOHHOM cepe)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIC
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH
npodeccroHaIbHBIC
JercTBUs (IPU HATTHYIAN
npodcTangapra)

Konx n HammeHoBaHme
xommnereniuu ®I'OC BO,
HEOOXOIUMOM 1151
(hopMHUPOBaHUS TPYIAOBOTO
WIH PO CCHOHATBLHOTO
JIeHCTBHS

MHankaTtopbl JOCTHKEHUS] KOMIIETEHIIAM

YK-6 CnocobeH ynpasisith
CBOUM BpEMEHEM,
BBICTPanBaTh U
pean30BBIBaTh
TPaEeKTOPHIO CaMOPa3BUTHS
Ha OCHOBE IIPUHIIMIIOB
00pa3oBaHus B TEUCHHUE
BCEH XKU3HU

[IpoexTupyeT TpaeKTOpHIO CBOETro NMpo(hecCHOHAITBHOTO U
JIMYHOCTHOTO pa3BUTHA, pacmupsieT CBOM
npoeCCHOHANBHBI  KpPYyro3op: npuobperaeT |
UCTIONIb3yeT Ha TpakTHKe Oa30BbIe 3HAHUS, YMEHUS U
HaBBIKM W3 Pa3IUuHBIX cdep MnpodeccHoHaTbHON
NeSTeNbHOCTH, B TOM 4HCIe B cdepe TeXHOIOTUI
panuouacHTUGHUKAIUH B TENEKOMMYHHKALMOHHBIX
cucTeMax Ul peleHus NpodecCHOoHaNbHBIX 3a1a4d

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBs3eH JAUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

YK-6 CnocobeH ympaBisiTb CBOMM BpEMEHEM,
TPAEKTOPHUIO CAMOPA3BUTHS HA OCHOBE IPUHIIUIIOB 0O0OPAa30BaHUs B TEUEHUE BCEH JKU3HU

No
n/n

HanmenoBanme
JMCIUATUINH,
OTIPEIICIISTFOTITIX
MEKTUCITUTUTHHAPHEIE
CBSI3HU

®dopma oOydeHus

Ounas
(cemecTtp)

2134567

TensorFlow: 0a30BbIi
YpOBEHB

—

2 |bectininoTHEIE
aBHAIIMOHHEIE
CUCTEMEI

3 (Bbokens -
MPOrpaMMHUPOBaHUE

4 |BBenenue B
MIPOEKTHYIO
JIESITENIBHOCTD

BBICTpauBaTb MW PCaIU30BbIBATH




5 [T'eonndopmanoHHbIE +
CHCTEMBI
TEXHOJIOTUN
JUCTaHIIHOHHOTO
30HIMPOBaHUS 3eMIIN

6 |UckyccTBeHHBIN +
WHTEIUJICKT B
TEICKOMMYHUKAIUSIX

7 |ManunynsTopHbie +
poOOoTHI

8 |Mertoanka +
MOJTOTOBKY Hay4HBIX
My OTrKaIii

9 (Metonuka +
MIPOBEACHHUS HAyYHOTO
HACCIIEOBAHNS

10 (MeTonpI ¥ CHCTEMBI +
00paboTKM OONBIINX
JIAHHBIX

11 |MeTtonbl IpUHSTHS +
pelieHuit u
MaIruHHOE 00ydIeHNE

12 [MobunpHas +
poOOTOTEXHHKA

13 |MognenupoBanue +
TEJIEKOMMYHHUKAIOH
HBIX CHCTEM

14|OcHoBsI paboTsl B [1O +
Agisoft Metashape

15 (ITogroroBka +
oIrepaTopoB
HA3EMHBIX CPEACTB
YIpPaBICHHS
OECIMIIOTHBIM
JIETaTeIbLHBIM
arnmnapaTom
CaMOJIETHOTO H
BEPTOJIETHOTO THITA

16 [ITpuHITAIET +
CHCTEMAaTU3alii
Hay4YHOT'0 MaTepuaa

17 |IIporpammupoBaHue +
Ha Java Script

18 |IIpoexTHBIN ceMUHap + |+ |+ |+

19 [Pa3paboTka caifToB +

20 |Crapran: uzes ¢ Hyas +

21|Crapram: oT uaeu K +
MVP

22 |Crapran: npakTuka +
CO3JaHUs
COOCTBEHHOTO
OusHeca

2. MecTo nucuuiuiaabl B cTpykrype OIl 0akanaBpuara:

JuctumuinHa «TexHONMorun paauoueHTU(UKAIME B TEIEKOMMYHUKAIIMOHHBIX CHCTEMAax» OTHOCUTCS K
yacT, popMupyemoil yuacTHuKaMu 00pa30BaTeIbHBIX OTHOLEHHUH, ydyeOHoro miana OIl mo HanpaBiieHUIO
noarorosku 10.03.01 - MudopmanmonHas 6e301macHOCTb.



I[I/ICI_[I/IHHI/IHa «Texnomoruu paI[I/IOI/II[CHTI/I(I)I/IKaL[I/II/I B TCJICKOMMYHUKAIIMOHHLIX CUCTCMAX)» HU3YUaCTCA B 7

ceMecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM TUCIUTUIMHEL: 2 3.€.

Ounas: 2 3.e.
Bun yueOHo# paboTh (BCSEZ’ZZOB)

O0mast Tpy10éMKOCTb TUCHHUILIHHBI 72
KonrakTHast pabora 32
Jlexuuu (Jlexum) 16
[Tpaktuueckue (Ilpakt. pad.) 16
CamocrostensHas padota (CP) 40
3auer -

3.2.Conepxanue Kypca:

No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlek |IIpa | CP
L[UH | KT.
pao.
O]l0|O
5 cemecTp
1 Beenenue B Ub. CobecenoBanue
316 |12
Joxrpuna b B PO
2 OcHoBHBIE CobecenoBanue
COCTABIISAIOIINE
HAI[MOHAILHBIX 316 |10
uHrepecos PO B
MH(POPMALTMOHHON
cpene
3 Nudopmarusi. ColOecenoBanue
OcHOBHBIE CBOICTBA
1 XapaKTepUCTUKA 3 6 | 12
0€30I1acCHOCTH €€
MIPUMEHEHUE
4 VYrposst Ub 3 6 |12 Co0OecenoBanue
5 CucremHoe 3amura
obecrieueHue 418 |14 1a00paTOPHBIX
3aIUTHI pabor
uHpOpMaLUU

Tema 1. Beenenue B Ub. [lokrpuna Ub B P®

Jlexkuns.




1. MaiiTe onpeneneHne NOHATHIO «MH(POpPMAIIMOHHAas Oe30macHOCThY. 2. [lepeuncnure 0OCHOBHbIE
COCTaBIISIOIIME MHPOPMAIIMOHHOM Oe3omacHOCTH. 3. KakoBo 3HaU€HUE COCTABISIONIUX IS CyOhEKTOB
nH(pOpMaMOHHBIX oTHOIIEeHUI? 4. KakoBbl nuTepeckl PO B nnpopmannonnoii cepe? 5. Onpenenure
HCTOYHUKH Yrpo3 HH(popManMoHHo# Oe3omacHoct PO u mocpoiite ux knaccudukamnuto. 6. [lepeunciure
OCHOBHEBIE METOJIbI 00ectiedeHust nHpopmannoHHou 6e3omacHocTH PD. 7. KakoBbl 0CHOBHBIE POOIEMBI
MEXTyHapOIHOTO COTPYAHUYECTBA B HacToslee Bpemsi? §. KakoBbl OCHOBHbIE JOKYMEHTHI B 00JIACTH
MEXyHapOIHOW HHPOPMAITMOHHON O€30MaCHOCTH.

IIpakTH4eckoe 3aHATHE.
JlaGopaTopHasi padora Nel. PezepBHOe KONMUPOBaHUE U BOCCTAHOBJICHHE JJAHHBIX.
O3HakomIIeHHE CO CIOCOOaMU pe3epBHOTO KOMMMPOBAaHUS HH(OpMAINU
JlaGopaTopHasi padora Ne2 . [loncucrema 6ezonacaHoctu WINDOWS.
O3nakomiieHHe ¢ oacucTeMoit 6ezonacHoctu Windows

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
3amaHus Ui CaMOCTOSATENIbHON PabOThI
[Ipoananuzupyiite Jloktpuny b P® u nmoctpoiiTe cxeMy OpraHoB rocyapCTBEHHOM BIACTH U MECTHOTO
caMoyTpaBJIeHHsI, OTBEYAIONINX 32 HH(OPMAIIMOHHYIO 6€30MacHOCTh. OnpenenuTe ux GyHKIHOHAIbHbBIE
00513aHHOCTH.
CdopmynupyiiTe MON0KEHUS TOCYTaPCTBEHHON MOTUTHKHU B 00JIaCTH o0ecrieueHus: MHPOPMAITOHHOM
0€301acHOCTH, OTIPEEIIUTE EPBOOYEPEIHBIE MEPOTIPUATHS 0 00eceyeHUIO HH(POPMALIMOHHOM
0€301acHOCTH, JalTe UM OLICHKY.

Tema 2. OCHOBHbBIE COCTABJISAKIINE HAMOHAJILHBIX HHTEpPecoB PD B nH(popMannoHHOIM cpene

Jlexknus.
1. TaiiTe onpeneneHne NOHATHIO «3auTa HHGopMaum». 2. UTo moHUMaeTcs MoJ] TEPMUHOM
«be3zonacHocTh nHpopMaruu»? 3. Uro BrIouaeT B ceds 3ammuTa nHpopmarnmu? 4. KakoBbI 11e1H 3aIIUTHI
uHpopmanuu? 5. Kakoe MecTo 3aHMMaeT 3ammuTa nHGopmManuy B HHGpOpMamoHHoi 6e3onacHocTtu? 6.
KakoBbI ypoBHH 00Oecrieuenust nHpopManoHHo# 6e3omacHoctu? 7. Jlaiite onpenesneHue moHATUIO
«TONUTUKA HHHOPMAITMOHHON 0€30MacCHOCTH OpraHu3auuy. 8. UTo BXOAWT B aHAIH3 HH(POPMAITMOHHBIX
pucKoB?

IIpakTn4yeckoe 3ansATHE.
JlabopaTopHas padora Ne3 . Onpenesienne 3alINIIEHHOCTH MHGOPMaIuM NpH
HECAHKIIHOHUPOBAHHOM J10CTYyIIe
OmnpenenuTts MOKa3aTeNy 3aUIIEHHOCTH (YSA3BUMOCTH) HHGOPMAIUH MTPU HECAHKIIMOHHUPOBAHHOM
nocrymne. [IpoBecTr aHaIN3 3aBUCUMOCTH TOKa3aTeNsl YI3BUMOCTH HHGOPMAIUH OT MTApaMETPOB CUCTEMBI
3U
JlabGopaTopHasi padora Ne4 Cranaaprt ynpasjeHus uHpopmauunonHoii 0ezonacuocrtsio I'OCT P
NCO/MIK 27002-2012
Oznakomutbes ¢ TpedoBanusmu ctangapra [OCT P MCO/M3K 27002-2012 aj1st KOMIUIEKCHOTO MOAX0a K
obecnieuenuto Ub

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
3amaHus A1 CaMOCTOSITEIBHON pabOThI
[Tpoananu3upyite CTPYKTYPY MECTHOTO MPEANPUSITHS, CXeMy HHPOPMAITMOHHBIX ITOTOKOB, PACCMOTPHUTE
BUJIBI HH(OPMALIUU U €€ HOCUTEIH, UCTIONb3yeMbIe B €ro noapasaeneHusax. ChopMyaupyiTe 1einu 3aiuThl
nH(popMaIuu Ha JaHHOM TIpeanpuaTun. ONpeaeuTe BO3MOXKHBIE YIPO3bl 0€30TTaCHOCTH JIJIst
WH()OPMAITMOHHBIX TIPOIIECCOB HA JAHHOM TPEIITPHUSATHH.

Tema 3. Unpopmanms. OcHOBHBbIE CBOWCTBA H XapaAKTEePUCTHKA 0€30NIACHOCTH ee IPMMeHeHHe
Jlexknus.
1. Onpenenure npeaMeT 3amuThl HHGopMaryy. 2. KakoBbl OCHOBHBIE CBOWCTBA HH(POPMALINH, KaK
npeamera 3amuThl. 3. YTo oTHOCHTCS K KOH(pUaeHIHnaapHoi nadopmanun? 4. KakoBbl OCHOBHBIE YPOBHU
CEKpPETHOCTHU TrOCYJapCTBEHHOM TailHbI? 5. B 4em CyIIHOCTh OCHOBHBIX MOAXOA0B K U3MEPEHUIO
KoinuecTBa nHpopmauuu? 6. B yem cynrHocTs HHpOpMaIK Kak 00beKTa paBa COOCTBEHHOCTH?



IIpakTH4Yeckoe 3aHATHE.
JlaGopaTopHas padora Ne 5.KasperskyKryptoStorage 1.0.
JaTh npakTHyecKkHe HABbIKH MO padoTe ¢ kpunTokoHTeliHepom Kaspersky
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
3amaHus Ui CaMOCTOSATENIbHON PabOThI
Wcnonp3yst faHHbIE MPEIbITyIIEeH TPaKTUYECKOM paboThl, MPOaHATIM3UPYHTE OCOOEHHOCTH KaXk/I0T0 U3

Hocuteneit napopmanuu. CHopMyIUpyHTe TOCTOMHCTBA M HEMOCTATKH KaKI0TO U3 TUIIOB HOCUTETIEH,
YCJIOBHS X XpaHEHUsSI 1 00paObOTKH.

Tema 4. Yrposs1 Ub
Jlekumus.
1. CocTaBbTe Kiaccudukaiuio yrpo3 nHpopmMarmoHHou 6e3omacHocTh. 2. OXapakTepu3yiTe TpyIIbl
MIpETHAMEPEHHBIX YTPo3 HHPOpMAIMOHHOM Oe30omacHoCTH. 3. JaiiTe onpeneneHrne MOHATHIO

«HECAHKIIMOHMPOBAHHBIN J0CTyN K HHPopmarumy. 4. Kak cTouTcs Moziesb HapymuTess HHHOPMAIIMOHHON
6e30macHOCTH?

IIpakTnyeckoe 3ansATHE.
Jlaboparopnasi paGora Ne 6. Win Lock Proffesional v 4.53.
JaTh npakTuyecKkue HaBbIKU M0 padore ¢ cepBucHOi nporpammoii Win Lock.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
3agaHus 119 CaMOCTOSTEIFHOM pabOThI
Ha ocHoBe nierneit 3amuTsl HHGOpPMAIMK U HOCUTeNeil nHpopMaluy, OMpeNeInTe CIIUCOK YIpo3
nH(MOPMAITMOHHON 0€30MaCHOCTH, XapaKTEPHBIX I JAHHOTO TPEAIPUSITHS.
IIpoaHanu3upyiTe pucKH, ONPENEIUTE CTENEHb UX JOIYCTUMOCTH.

CocraBbTe MOZIC/IM HapymuTeaeH HHHOPMAITMOHHON O€30ITaCHOCTH, aKTyalIbHBIX JIJIsl JAHHOTO
MIPEATPUSTHSL.

Tema 5. CucremHoe o0ecniedeHne 3alUTHI HH(pOpManuu

Jlexknus.
1. KakoBbI OCHOBHBIEC IPUHIUITBI IOCTPOSHHS CUCTEM 3alUThl nHGopManuu? 2. [lepeuncianre OCHOBHbIE
MOJIENH 3aIUTHl HHPOPMAIH U MX 0COOeHHOCTH. 3. B yem 3akiito4aeTcsi CyIHOCTh METOIOB 3aIUTHI OT
ciydaitHbIX yrpo3? 4. Jlaiite onpeneneHne MOHATHAM «MACHTU(DUKAIUSI) U «ayTeHTUDHUKAIADY. 5.
[lepeuncnure OcHOBHBIE BUBI ayTeHTUGHKaMU. 6. Kak oOecrieunBaeTcst MOBBIIIEHNE HAJISKHOCTU U
OTKa30yCTOMYMBOCTH HH(POpMAIIMOHHBIX cucTeM? 7. KakoBa posb MOArOTOBICHHOCTH MEPCOHANA B
MOCTPOCHUH CUCTEMBI 3aIuThl HHPopMaruu? 8. Kakue MeTobl ¥ CpecTBa UCTIONB3YIOTCS JUIs
OpraHM3aliy IPOTUBOJIEHCTBUS TPAAULIMOHHBIM METO/IaM IINMHOHAXa U AuBepcuii? 9. Kakossl
0COOEHHOCTHU TOCTPOSHUS 3alIUTHI OT HECaHKIMOHUpOBaHHOTO foctyna? 10. Kakue MeTobl 3aluThl
MH(POPMALIUU OTHOCATCS K KpUnTorpapuieckum?
IIpakTnyeckoe 3ansATHE.
Munumu3zanus ymep0da oT aBapuii U CTUXUHHBIX OSCTBUI
Hyb6nupoBanue nadopmaium
[oBblmIeHne HaEKHOCTH UHPOPMAITTOHHON CHCTEMBI
Co3pnaHue 0TKa30yCTONYMBBIX HHPOPMALMOHHBIX CUCTEM
OnTuMu3zanus B3auMOACHCTBHS MTOJb30BaTeNIel 1 00CITy>KUBAIOIIETO IIepCoHaa
Mertozp! ¥ cpeacTBa 3alMThl HHPOPMALIUU OT TPAJAULMOHHOIO IITHOHAXa U TUBEPCUI
MeToab! ¥ cpecTBa 3alUThl OT MIEKTPOMAarHUTHBIX U3Ty4YE€HUI U HaBOJIOK
3amura HHPOPMaLMU OT HECAHKLIIMOHUPOBAHHOI'O JOCTYTIa

AR SR BRSO e

Kpunrorpaduueckue MeToap! 3aiuThl HHPOPMAIHH

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:



nocemaemMocts — 10 0ajuioB

TeKylui KOHTpostb — 70 6aioB
KOHTPOJBHBIE Cpe3bl — 2 cpe3a mo 10 6amioB Kaxabli

npemMuaabHbie 0amisl — 20 6aIoB

5 cemecTp

Pacnipenenenre 6aJiioB 10 3aaHKSIM:

Ne |HaszBanue tembl | Dopmbl Max. MeTonrka npoBeAEHNS 3aHATUS U OLIEHKU

Te | /BHUI y4eOHOH |TEKyLIero | KOJ-BO

MBI paboThI KOHTpoJisi | 0asuioB

/ cpe3sl

1. |BBexnenue B Ub. | Cobeceno 5 5 OaIoB — CTYIEHT YMEET COINOCTAaBUTh MOMYyYCHHYIO TIpH

Hokrpuna Ub B | Banue MOATOTOBKE K MPAKTHUYECKOMY 3aHATHIO MH(POPMALUIO, CPAaBHUBATH

PO pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MpOOJeMy, YMETh UYETKO
(opMynHpoOBaTh CBOM BOIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOMPOCHI, BECTH JUCKYCCHIO C HWCIOJb30BAaHHEM TEPMUHOIOTUU
COBPEMEHHOH (U3UKH U XUMHUH
3 Oamna - CTyIEHT yMeeT IPUMEHSITh MOMyYSHHYIO PU MOATOTOBKE K
MPaKTUYECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTU JUCKYCCHIO C HCIONB30BAaHHEM TEPMHUHOIOTUU
COBPEMEHHOH (M3UKH U XUMH.
1 Gamn — CTymeHT BiajeeT TEOPETHUYSCKUM MaTepHajioM IO TeMe
MPaKTUYECKOTO 3aHATHS, WHOTAA 3aTPyAHSETCSl IMpH OTBETE Ha
BOMPOCHI, HE yMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyXxaaeMyto npodiaemy
Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOKET OTBEYaTh Ha BOIPOCHI — OTBET OajslaMH HE OLICHUBAETCS.

2. OcHoBHBIE Cobeceno 5 5 OaIoB — CTYIEHT YMEET COINOCTaBUTh TMOMYyYCHHYIO TIpH
COCTaBJIAIONINE | BaHHUE MOATOTOBKE K MPAKTHUYECKOMY 3aHATHIO HH(POPMALUIO, CPAaBHUBATH
HaIMOHAIBLHBIX pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMYy, YMETh UYETKO
uHTepecoB PO B (opMynHpOBaTh CBOM BOIPOCH M OTBEUaTh Ha 3a/JaBacMble EMy
WHPOPMAIIOHH BOMPOCHI, BECTH JUCKYCCHIO C HCIOJb30BAaHHEM TEPMUHOIOTUU

oM cpene COBPEMEHHON (PU3UKH U XUMHUH

3 Ganna - CTYIEHT yMeeT MPUMEHSTh MOJYYCHHYIO TIPH MOATOTOBKE K
MPAKTHUYCCKOMY 3aHSATHIO WH(POPMAIIMIO, OTBEYaTh HAa OOJBIINHCTBO
BOMPOCOB, BECTH TUCKYCCHIO C HCIONB30BAaHMEM TEPMHUHOIOTHH
COBPEMEHHON (U3UKH U XUMH.

1 Gamn — CTYOEHT BIAACeT TCOPETHUCCKUM MATCPHAIOM IO TeMe
MPAKTHYECKOTO 3aHATHS, WHOTJA 3aTPYJHSAETCS MpPH OTBETe Ha
BOMPOCHI, HE yMeeT CHOPMYIMPOBaTh CBOKO TOYKY 3PCHHUS Ha
o0cyxmaeMyto mpoonemy

Ecimu cTymeHT He BiageeT MpoOIeMaTHkol MPaKTHYECKOTO 3aHSITHS,
HE MOXKET OTBEYaTh Ha BOMPOCHI — OTBET OasIaMH HE OI[CHUBACTCS.




Undopmarus.
OcHOBHBIC
CBOMCTBA U

XapaKTePUCTHKA
0e30MmacHOCTH
ec MPUMCHCHHE

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

10

10 6amioB — CTYIEHT YMEET COMOCTABHTh MOJYYCHHYIO MpPH
MOJITOTOBKE K TPAKTHUECKOMY 3aHATHIO WH(GOPMAIUIO, CPABHUBATH
pasHble TOYKH 3PEHHS HA aHAIU3UPYEMYIO MPOOJEMY, YMETh UYETKO
(OopMyTHPOBAaTH CBOM BOMPOCHI M OTBEUaTh Ha 3a/JaBacMbIC EMy
BOMPOCHI, BECTH JUCKYCCHIO C WCIOJIh30BAHUEM TECPMUHOIOTUH
COBPEMEHHON (PM3UKH U XUMHUH

8 0aIOB - CTYJACHT yMEET MPUMEHATH MOAYUYCHHYIO TIPU MOATOTOBKE
K MPaKTUYICCKOMY 3aHATHIO HHPOPMAIIMIO, OTBEUATh HA OOJBIIIUHCTBO
BOMPOCOB, BECTH JTUCKYCCHIO C HCIONB30BAaHHEM TEPMHUHOIOTHH
COBPEMEHHON (U3UKH U XUMH.

3 Oamnma — CTYACHT BIaJCeT TCOPETHUCCKUM MATEPHAIIOM IO TEME
MPAKTHYECKOTO 3aHATHS, WHOTJAA 3aTPYJHSAETCS MpPH OTBETC Ha
BOMPOCHI, HE yMeeT CHOPMYIMPOBaTh CBOKO TOYKY 3PCHHUS Ha
o0cyxmaeMyto mpoonemy

Ecimu cTymeHT He BiageeT MpoOIeMaTHkol MPaKTHYECKOTO 3aHSITHS,
HE MOXKET OTBEYaTh Ha BOMPOCHI — OTBET OaJlIaMK HE OI[CHUBACTCS.

Yrposst Ub

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

10

10 06amioB — CTYIEHT YMEET COMOCTABHTh MOJIYYCHHYIO MpPH
MOJTOTOBKE K TPAKTHUECKOMY 3aHATHIO WH(GOPMAIUIO, CPABHUBATH
pasHble TOYKH 3PEHHS HA aHAIU3UPYEMYIO MPOOJEMY, YMETh UYETKO
(OopMyTHpPOBAaTH CBOM BOMPOCHI M OTBEUATh Ha 3a/JaBacMbIC eMy
BOMPOCHI, BECTH JUCKYCCHIO C WCIOJIb30BAHHEM TECPMUHOIOTUH
COBPEMEHHON (PU3UKH U XUMHUH

8 0aIOB - CTYJACHT yMEET MPHUMEHATH MOAYUYCHHYIO MIPU MOATOTOBKE
K MPaKTUYICCKOMY 3aHATHIO HHPOPMAIIMIO, OTBEUATh HA OOJBIIIUNHCTBO
BOMPOCOB, BECTH JTUCKYCCHIO C HCIONB30BAaHHEM TEPMUHOIOTHH
COBPEMEHHON (U3UKH U XUMH.

3 Oamnma — CTYACHT BIAaJCET TCOPETHUCCKUM MATEPHAIIOM IO TEME
MPAaKTHYECKOTO 3aHATHS, WHOTJAA 3aTPYJHSAETCS MpH OTBETC Ha
BOMPOCHI, HE yMeeT CHOPMYJIMPOBATh CBOKO TOYKY 3PCHHUS Ha
o0cyxmaeMyto mpooneMy

Ecimu cTymeHT He BiageeT MpoOIeMaTHKol MPaKTHYECKOTO 3aHSITHS,
HE MOXKET OTBEYaTh Ha BOMPOCHI — OTBET OaslIaMH HE OI[CHUBACTCA.

CucremMHoOe
obecreucHue
3aIIUTH
UHpOpMaLIH

3amura
naboparop
HBIX paboT

60

10 6anmoB — CTYACHT BBIOIHUI JIAOOpaTOpHYI0 paboTy MpaBHIIBLHO,
pacdeTsl 1o paboTe MPOU3BEICHBI BEPHO, OTBETHI Ha KOHTPOJBLHBIE
BOIPOCHI [IPEToJaBaTes MOCIe BEITOTHEHHUS 1a00paTopHOi paboThI.
6 0aJuIOB — CTYZIEHT BBHINOIHUI J1aOOpaTOpHYIO0 paboOTy C OMHMOKaMHU,
pacdeTsl o paboTe cofepKaT HETOYHOCTH, OTBETHII Ha KOHTPOJIbHBIC
BOIIPOCHI [IPEToJaBaTes MOCIe BEITOTHEHHUS 1a00paTopHOi paboThI.
3 Oamna — CTyIEHT BBIOJIHHI JabopaTopHylo paboTy ¢ rpyOBIMU
omurOKaMH, HE CMOT NPAaBHJIBHO MPOBECTH pacdeThl U OTBETUTH Ha
KOHTPOJIbHBIE BOIPOCHI.

0 6anIoB — CTyIEHT HE BBITIOIHUI Ja0OPaTOPHYIO padoTy.

ITocemaeMocThb

10

10 6amnoB — crynent nocetui Bce 100% 3ausTuit

7-9 GanmoB — CTyAeHT moceTu He MeHee 80% 3aHsaTuit

4-6 6amioB — CcTyeHT nmocetwi He MmeHee 50% 3aHaTuit

1-3 Ganma — CTyIeHT MOCeTHIT He MeHee 25% 3aHaTuit

Ecnu crynenT mocermn meHee 25% 3aHATHIA, OAJUTBI HE HAUUCIISIFOTCS
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7. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:

- 3a TPOCGKT, BHIIOJHEHHBIM TO 3aka3dy paboromarens H
peann3oBaHHBIN Ha npakTHke — 10 6asos;

- MOCTOSIHHAsl aKTHBHOCTb BO BpeMs IMpakTHUUECKHX 3aHATHH — 10
0aIIoB;

- TIOJTHOCTHIO MOATOTOBJIICHHAS K MyONHMKAllUM CTaThsi 110 TEMaTukKe B
paMkax qucuuiuinHel — 10 6asos;

- mobema B MEXKPETHOHAIBHOW OJMMIIMAAE MO COLUOJOTHU
oOpasoBanus — 10 6aos;

- y4acTHe C JOKJIaJoM BO BCEPOCCHMCKOM OMMMIIMAJE MO TEMAaTHKE
n3yyaemoil qucuuiuinie — 10 6asos;

- y4JacThe B BBICTaBKE IO TEMaTUKE W3ydyaeMOW JUCIMIIUHBI — 10
0aIIoB;

- myOnmuKamMs CTaTbd IO TEMaTHKE H3y4yaeMoil OUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyH / )xypHane u3 nepeuns BAK — 10

8. |WnpuBuayanbHbIC 3a1aHUS, 20 Jo6op: CTyOeHT MOXKET MNpeNoCTaBUTh BCE 3aJaHHs TEKYIIEro
C TMIOMOILBIO0 KOTOPBIX KOHTPOJISL 1 KOHTPOJIBHBIE CPE3BI
MOXHO HaOpaTb
JOTIOJTHUATENbHBIE OaNIbl

9. Hroro 3a cemectp 100

HToroBast oueHka 1o 3a4ery BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPEeXOaIbHOM
mkane. IlepeBog 100-OamipHONW  pEeHTHHTOBOM  OLIGHKM 1O JAMCUUIUIMHE B TPAaTUIMOHHYIO
YeThIpeX0aIbHYIO0 OCYIIECTBISETCS CIEAYIOUIMM 00pa3oM:

100-6annpHas cuctema Tpagunuonnas cucrema

50 - 100 6aiuioB 3aureHo

0 - 49 Gaiu10B He 3aureno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
3amura JabopaTopHbIX padoT

Tema 5. Cucremnoe obecrieueHue 3amuTsl HHPOpMaIu
JlaGopaTopHasi padora Nel. Pe3epBHOoe KONMUPOBaHME U BOCCTAHOBJIEHHE JAHHBIX.
O3HakomIIeHHE CO CIOCOOaMU pe3epBHOTO KOMMMPOBaHUS HH(OpMAINU
JlaGopaTopHuasi padora Ne2 . [loncucrema 6ezonacaoctu WINDOWS.
O3nakomiieHHe ¢ oacucTeMoi 6ezonacHoctu Windows

JlaGopaTopHasi padora Ne3 . OnpeaesieHue 3alIUIEHHOCTH UHGOPMALMH NIPU
HECAHKIMUOHMPOBAHHOM AOCTYIIE

Onpenenuts nokKa3aTenu 3alUIeHHOCTH (YA3BUMOCTH) HHGOPMAIUH NTPU HECAHKLIIMOHUPOBAHHOM
nocrymne. [IpoBecTu aHaan3 3aBUCUMOCTH MOKa3areisl yI3BUMOCTH HHGOPMAIMH OT MapaMeTPOB CUCTEMBI
31

JlabopaTopHas padora Ned Crangapt ynpasienuss uHpopmaunonnoii 6ezonaciocrsio 'OCT P
HNCO/M3K 27002-2012

Osznakomutbes ¢ TpeboBanusmu crangapra 'OCT P UCO/MBK 27002-2012 st KOMIUIEKCHOTO MOIX0/1a K
obecnieuenuto Ub

JlaGoparopnasi pabora Ne S.KasperskyKryptoStorage 1.0.

JlaTh mpaKTHYECKHE HABBIKK 1O paboTe ¢ kpunTokoHTelHepoMm Kaspersky

JlaGoparopnasi pa6ora Ne 6. Win Lock Proffesional v 4.53.

JlaTh mpaKkTHYeCKHEe HAaBBIKK 1O paboTe ¢ cepBucHOM nmporpammoit Win Lock.

[TpumepHBIE BOPOCHI TECTPUPOBAHUS
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1. K Texnuueckum cpeicTaM npuema, o0padoTKu, xpaHeHus u nepenadu nadopmarmu (TCITN)
OTHOCATCS:

a) (!)cpencTBa u cucTeMbl HH(OPMATU3AIUH;

0) cpencTBa OTKPHITON Teae(OHHOM CBI3H,

B) CUCTEMBI IO)KApPHOM U OXPAHHOM CUTHAIU3alNH;

2. K BcromorarenbHbIM TexHUYECKHM cpenctBaM U cucteMaMm (BTCC) otHOCsTCS:
a) cpeacTBa U CHCTeMbl HH(POPMATH3ALNH;

0) ())cpencrBa OTKpBITON TesiePOHHOI CBSI3H;

B) IPOrpaMMHBbI€e CPeACTBA (ONEePALIMOHHBbIE CHCTEMBbI, CUCTEMBbI YIIPaBJIeHUs 0a3aMH JaHHBIX,
JApyroe od1ecucTeMHOE M MPUKJIAHOE IPOrPaMMHoOe o0ecreueHue).

3. OmacHoii 30HOH 2 Ha3bIBAETCS:

a) (!) 30Ha, B npeaesax KOTOPO OTHOLIeHNE “UHPOPMALMOHHBIH CUTHAJI/TIOMeXa” NMpeBbINIAeT
AOIMyCTHMOEe HOPMHPOBAHHOE 3HAYEHHE

0) npoctpancTBo Bokpyr TCIIH, B npeaesax KOTOPOro Ha CJy4ailHbIX AHTEHHAX HABOAUTCS
HH(GOPMANMOHHBIN CUTHAJI BbILIE JONMYCTUMOI0 (HOPMHPOBAHHOI0) YPOBHS

4. OmnacHoii 30HO! 2 Ha3bIBAETCS:

a) 30Ha, B NpeJeIax KOTOPOil OTHOIIeHUe “HH(OPMALMOHHBIN CUTHAJI/IOMeXa” NMpeBbIAeT
JA0MYCTUMOE HOPMHUPOBAHHOE 3HAYEHME;

0) (!) npocTrpancTBo Bokpyr TCIIN, B npenenax KOTOPOro Ha CIy4aiiHbIX AHTEHHAX HABOAUTCS
HH(OPMANMOHHBIN CUTHAJI BbILIE JOMYCTHMOro (HOPMHPOBAHHOI0) YPOBHSI.

5. CocpenoroueHHas ciiy4yaiiHasi aHTEHHA 3TO:
a) ())kxoMImaKkTHOE TEXHUYECKOe CPeICTBO;
0) kadesn, MPOBOAA, MeTALJIMYeCKHe TPYObI.

CobecenoBannue

Tema 1. Beenenue B Ub. loktpuna Ub B PD
Tunossle 3ananus codecenoBaHMs
IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOTO
CaMOYIIPaBJICHHUs, OTBEUYAIOIINX 32 HHPOPMALMOHHYIO Oe30macHOCTh. Onpenenure ux GpyHKIMOHAIbHBIC
00SI3aHHOCTH.

CdopmynupyiiTe MOJIOKESHHS TOCYIapPCTBEHHON TTOJIUTUKHU B 001acTH oOecredeHus: HHHOPMAIIMOHHON
0€30TMacHOCTH, OTIPEACIINUTE TIEPBOOYEPETHBIE MEPOIIPUATHS 1O 0OECIICYCHUIO0 HHPOPMAITMOHHOM
0€301acHOCTH, JIAUTE UM OIICHKY.

[Tpoananuzupyiite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HH(POPMALMOHHBIX TIOTOKOB, PACCMOTPHUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMble B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
MH(POPMALUU HA JaHHOM Tpeanpustuu. OnpeaennTe BO3MOXKHbBIE YTPO3bl 0€30MaCHOCTH IS
WH(OPMAITMOHHBIX MPOIIECCOB HA TAHHOM MPEIIPUITHN

Vcnionb3yst JaHHbBIE MPEabIAYLIeH TPaKTHYeCKOH padoThl, MpOoaHaTH3UPyHTE 0COOEHHOCTH KaXKI0TO U3
Hocurener nHpopmaruu. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIOTO U3 TUIIOB HOCHUTEIIEH,
YCIIOBUS MX XpaHEHUsS U 00paboTKH

Tema 2. OCHOBHBIE COCTABIISIONINE HAIIMOHATBHBIX HHTEpecoB PD B uHGOpMAIIMOHHOM cpene
TumnoBsie 3ananus codecenoBaHus
IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOIO
caMOyTIpaBJICHHUsI, OTBEUYAIONINX 32 HH(OPMAITMOHHYIO 0€30MacHOCTh. OnpenenuTe ux GyHKIIMOHATbHBIE
00s13aHHOCTH.
CdopmynupyiiTe MOJIOKESHHS TOCYIapCTBEHHON MTOJIUTUKH B 001acTH o0ecredeHus: HHHOPMAIIMOHHON
0€30TMacHOCTH, OTIPEACIIUTE TIEPBOOYEPETHBIE MEPOTIPUATHS MO 0OECIICUCHUI0 HHPOPMAITMOHHOM
0€301acHOCTH, JIAUTE UM OIICHKY.
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[Tpoananu3upyiite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HHPOPMALIMOHHBIX TIOTOKOB, PACCMOTPHUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
nHpOPMAaLUHU Ha JaHHOM TpeanpusTuu. OnpeaenuTe BO3MOXKHbBIE YTPO3bl 0€30MIaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA JTAHHOM MPEANIPUIATUN
Vcnionb3yst faHHbBIE MPEabIAYIIeH TPaKTHYeCKO padoThl, MpOoaHaATH3UPYHTE 0COOEHHOCTH KaXKI0TO U3
Hocurenen nHpopmaru. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIOTO U3 TUIIOB HOCHUTEIIEH,
YCIIOBUS UX XpaHEHHUsI U 00paboTKH

Tema 3. Mudopmanms. OCHOBHBIE CBOMCTBA U XapaKTEPUCTHKA 0€30MaCHOCTH €€ MPUMEHEHHE
Tunossle 3ananus codecenoBaHMs
IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOTO
CaMOYIIPaBJICHHUs, OTBEUYAIOIINX 32 HHPOPMALMOHHYIO Oe30macHOCTh. OnpenenuTe ux QpyHKIMOHAIbHBIC
00S13aHHOCTH.

CdopmynupyiiTe MOJIOKESHHS TOCYIapPCTBEHHON TTOJIUTUKH B 001acTH o0ecredeHus: HHGOPMAIIMOHHON
0€30TMacHOCTH, OTPEACIUTE TIEPBOOYEPETHBIE MEPOTIPUATHS 110 0OECIICUCHUIO0 HHPOPMAITMOHHOM
0€30MacHOCTH, JIAUTE UM OIICHKY.

[Tpoananu3upyite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HH(POPMALIMOHHBIX TIOTOKOB, PACCMOTPUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
MH(POPMALUHU HA JaHHOM Tpeanpustuu. OnpeaenuTe BO3MOXKHbBIE YTPO3bl 0€30MIaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA JIAHHOM MPEANPUIATUN

Vcnonb3yst JaHHbBIE MPEabIIYIel TPaKTHYeCKOH padoThl, MpOaHAIH3UPYHTE 0COOCHHOCTH KaXKI0T0 U3
Hocurenen nHpopmarun. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIO0TO U3 TUIIOB HOCHUTEJIEH,
YCIIOBUS UX XpaHEHHUs U 00paboTKH

Tema 4. Yrpossr Ub
Tunossle 3ananus codecenoBaHMs

IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTHU U MECTHOTO
CaMOYIIPaBJICHHUs, OTBEUYAIOIINX 32 HHPOPMALMOHHYIO Oe30macHoCTh. OnpenenuTe ux QpyHKIMOHAIbHBIC
00S13aHHOCTH.

CdopmynupyiiTe MOJIOKESHHS TOCYIapCTBEHHON MTOJUTUKHU B 001acTH o0ecredeHust HHGHOPMAIIMOHHON
0€30TMacHOCTH, OTPEACIIUTE TTEPBOOYEPETHBIE MEPOIIPUATHS 110 0OECIICUCHUIO0 HHPOPMAITMOHHOM
0€301acHOCTH, JIAUTE UM OIICHKY.

[Ipoananu3upyiite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HH(POPMALMOHHBIX TIOTOKOB, PACCMOTPUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
MH(OPMAaLUU HA JaHHOM Tpeanpustuu. OnpeaennTe BO3MOXKHbBIE YTPO3bl 0€30MaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA JIAHHOM MPEANIPUIATUN

Vcnonb3yst faHHbBIE MPEabIYLIel MPaKTHIeCKOH padoThl, MpOoaHaTH3UPYHTE 0COOEHHOCTH KaXKI0TO U3
Hocurener nHpopmaruu. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIOTO U3 TUIIOB HOCHUTEIIEH,
YCIIOBUS UX XpaHEHHUs1 U 00paboTKH

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILIMHE IPOBOAUTCS B hopMe 3aueTa

Tunosbie Bonpocskl 3auera (YK-6)
TunoBbie BOMPOCHI 3a4eTa
. [orsiTre nH(MOPMAITMOHHON 06€30MTaCHOCTH
. OCHOBHBIE COCTaBJISIONINE HH(POPMAITMOHHOM OE30TTaCHOCTH.
. 3HaueHne NHPOPMALMOHHOM OE30MTACHOCTH [T CYOBEKTOB MH(POPMALIMOHHBIX OTHOIICHHH
. Uudopmarmonnas 6€30macHOCTh B CHCTEME HalIMOHAILHOM Oe3omacHoCcTH PD
. Obuiee coneprkanue 3aIUTHl THPOPMAITIH
. IloHsITHE ¥ CYIIHOCTbH 3alUTH HH()OPMAIIHH.

~N N L WD

. Llenu 3amuThl HHPOPMAITUH



8. MecTto 3amuTel HHGOPMALUHU B HH(OPMALIMOHHOM 0e301MacHOCTH

9. Monenu 3anuThl “HGOpMAITUN

10. CoBpemeHHas KOHLIETIIUS obecrieueHust MHHOpMAIIMOHHOHN 0e301macHOCTH
11. Tlpenmet u 00BEKT 3aIUTHI HHGOPMAITUH

12. Tlpenmer 3amuThl UHGOPMAITUN

13. Uudopmarus kak 0ObEKT IIpaBa COOCTBEHHOCTH

14. O6beKT 3amuThl HTHPOPMAITIH

15. Yrpo3sl uHpopMaIoHHOM 6e30nacHOCTH

16. CnyyaiiHble yrpo3bl

17. IIpenHamepeHHbIE YTPO3bI

18. Mozaens HapymuTess HHPOPMATMOHHON O€30MaCHOCTH

19. CuctemHoe obecrieueHue 3aiuThl HHPOpMAIUT

20. OCHOBHBIE NPUHIUIIBI TIOCTPOEHUS CUCTEMBI 3AILUTHI

21. Metons! 3amuThl HH(GOPMALTUU

22. MunnMmm3anus yuepoa oT aBapuil 1 CTUXUHHBIX O€JICTBUIA

23. lybnupoBanue uadpopmanuu

24. TloBbIlIeHHE HAJISKHOCTH HH(POPMALIMOHHOM CUCTEMBI

25. Co3gaHue 0TKa30yCTONYMUBBIX HH(POPMALIMOHHBIX CUCTEM

26. OnTuMH3anys B3auMOICHCTBUS TIOJIb30BaTese U 00CIYKHBAIOIIETO MEPCOHATIA
27. MeTtoibpl U CpeaCcTBa 3alIUThl MHPOPMALIUK OT TPAJAULMOHHOTO IIMHOHAKA U IUBEPCUI
28. MeTobl U CpeCTBA 3AIUUTHI OT IEKTPOMATHUTHBIX U3JIYy4EHUNH U HAaBOJOK
29. 3anmTa UH(GOPMALIUK OT HECAHKIIMOHUPOBAHHOTO JO0CTYyTa

30. Kpunrorpaduueckue METOIbI 3aIIUTHI HHPOPMAITUH

TunoBble 3aganus 1 3adera (YK-6)
[Ipoananusupyiite Jloktpuny b PO u noctpoiiTe cxeMy OpraHoB rocyaapCTBEHHOM BIACTH U MECTHOTO
caMoyTpaBJIeHHsI, OTBEYAIONINX 32 HH(OPMAIIMOHHYIO 6€30MacHOCTh. OnpenenuTe ux GyHKIHOHAIbHbBIE
00513aHHOCTH.
CdhopmynupyiiTe MONOKEHUS TOCYIAPCTBEHHON OJUTHKHU B 00JIACTH 00ecTieueHUs] HHPOPMAIIHOHHOM
0€30IMacHOCTH, OTIPEICIIUTE TIEPBOOYECPEIHBIC MEPOIIPUITHS IO 00ECTICYCHUIO MHPOPMAITOHHOM
0€30MacHOCTH, JalTe UM OLICHKY.
[Ipoananu3upyiiTe CTPYKTypy MECTHOTO MPEANPUATHUS, CXeMy HH(GOPMAIIMOHHBIX TOTOKOB, PACCMOTPUTE

BUJIBI HH(OPMALIMU U €€ HOCUTEIH, UCIIONb3yeMbIe B €ro noapasaeneHusax. ChopMyaupyiTe 1einu 3auThl

nH(pOopMaIMU Ha JaHHOM Ipeanpuatun. OnpeaennuTe BO3SMOXKHbBIE YTPO3bl 0€30MaCHOCTH JIs
MH(OPMAIIMOHHBIX MTPOLIECCOB Ha TAaHHOM IMPEINPHUITHH.

Hcnonb3ys maHHbIe TPEabIIyIEH TPaKTHIECKOM padoThI, MPOaHATU3UPYUTE 0COOCHHOCTH KaXI0TO U3
Hocuteneit napopmanuu. CHopMyIUpyHTE TOCTOMHCTBA M HEMOCTATKH KaXKI0TO U3 TUIIOB HOCUTETIEH,
YCJIOBHS UX XpaHEHUsSI 1 00pabOTKH.

4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI

Ouetixa KoMreTermmn JleckpunTopsl (YpOBHH) — OCHOBHBIC TIPU3HAKH OCBOCHHUS (ITOKA3aTeIu
TOCTHKCHHUSI PE3yJIbTaTa)
«3aU4TEHOY VK-6
(50 - 100 6amoB)
«HE 3aUTCHOY VK-6
(0 - 49 GannoB)

5. MeTonnueckue ykazaHusi AJisi 00y4al0IIUXCS 10 OCBOCHUIO M CHUILTHHBI (MOLYJIs)
5.1 MeTtoandeckue yka3aHus IO OPTaHU3AIUN CaAMOCTOSTEIBHOM PabOThI O0YUYaIOIIUXCSI:
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[Ipuctynas K W3yYeHUIO TUCIUILIMHBI, B MEPBYIO Odepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTBCS
comepxaHueM paboueil mporpammbl nuctuiummabl (PITJ]), xotopas ompexaenser coaepxaHue, oObeMm, a
TaKKe MOPSAIOK U3YUCHHsI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT paszeibl «O0beM U collepikaHne AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U HHGOpMAIIMOHHOE 00ecrieyeHre TUCIUIUIUHB U «MaTepruaabHO-TEXHUYECKOe
o0ecriedyeHre AMCUUIUIMHBI, POrpaMMHoOe obecrieuenue, npodeccuoHaibHble 0a3bl TaHHBIX U
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoi
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHIATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKUX Yacax.

B pasgmene «YyeOHo-meTomumueckoe U HH(POpMaLMOHHOE oOecledyeHrne AMCHUIUIMHBDY — yKazaHa
pEKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIHUILIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX W HWH(GOPMAIMOHHBIE CIPAaBOYHBIE CHCTEMBD» COACPKHUTCS IEepeueHb
npodeccuoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJII OCBOCHHUS
JUCLUTIINHBL.

5.2 PexomeHnanuu o0y4aronumMcs o padore ¢ TEOpeTUYECKUMU MaTepuaiaMy Mo TUCIUIUINHE

[Tpu u3yuennu u npopaboTKe TEOPETUIECKOTO MaTepraia HeoOX0IuMO:

- IPOCMOTPETH €I1I€ pa3 npe3eHTaruo Jekuuu B cucteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl W JOMNOJHHUTh €ro € Yy4YEeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IIPY CAMOCTOATEILHOM U3YYEHHH TEOPETUYECKON TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Yysl PEKOMEH/I0BAaHHbIE
B PI1/] ucrounuku, npodeccuoHabHbIE 0a3bl JaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHEBIC CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSATENILHOW PabOTHI, 10 TeMe MpecTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TP MOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl ¢poHna oueHouHbix cpeacts (POC).
5.3 Pexomennamuu 1o pabote ¢ Hay4HOU 1 yueOHOM uTepaTypoit

PaGota ¢ OCHOBHOW M JOTOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TIJIaBHOM (OPMON CaMOCTOSTEIBHOU
paboThl U HeoOXoAMMa MpU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAaeT NMPOpPabOTKy JIEKIIMOHHOTO Marepualia U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nekuuu 1omkeH cofepxarb pedepaTuBHyI0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopoii Ha paszMemieHHbie B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYpPbl IO
TeMaM, BBIBOJIBI MO KaKIOMY Bompocy. KoHCIEKT MoXeT ObITh BBHIMOJIHEH B paMKaX pacleyaTKd BbLAAYH
MIPE3CHTAIMI JIEKIMI WKW B OTAEIbHOW TeTpanu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEP’KaTh HE OTHOCALIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.

KoHcnekTsl HaydyHON JIHUTEpaTyphl MPU CAMOCTOATEIBHOM MOATOTOBKE K 3aHATHAM JOJIKHBI COAEPKATh
OTBEThl HAa Kbl TMOCTaBIEHHBIH B TEME BOIPOC, MMETh CCBUIKY Ha MCTOYHUK HHYOpPMALUU C
00si3aTeNIbHBIM yKa3aHUEM aBTOpa, Ha3BaHUS U rofla M3JaHMsl HMCIOJIb3yeMOIl Hay4yHOH JHMTeparyphl.
KoncniekTr MoOXeT OBbITh OMOPHBIM (COIEp)KaTh JIMIIL OCHOBHBIE KIIIOUEBBIE IO3MIIMK), HO TPU 3TOM
MO3BOJIIONIMM JaTh TOJNHBIA OTBET IO BOMPOCY, MOXET ObITh NOAPOOHBIM. OOBEM KOHCIEKTa
ONPENEISETCS CAMUM CTYIEHTOM.

B nporiecce paboThl ¢ OCHOBHOM M JIONIOTHUTEIBHOM JTUTEPATypPOl CTYACHT MOXKET:

- JenaTh 3allMCU MO XOIy YTE€HHA B BHJIE NMPOCTOr0 WJIM pPa3BEPHYTOro IIaHa (co3gaBaTh INEpEeUYeHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);

- COCTaBJIATH TE3UCHl (LUTHpPOBaHHE HamOOIee BaXKHBIX MECT CTaTbd WM MOHOTpaduu, KOPOTKOE
M3JI0KEHHE OCHOBHBIX MBICJICH aBTOpA);

- TOTOBUTBH aHHOTAITMH (KpaTKoe 0000IIeHHE OCHOBHBIX BOITPOCOB PadOTHI);

- co371aBaTh KOHCIIEKTHI (pa3BEPHYTHIE TE3HUCHI).

5.4. PexoMeH1alilny 110 OATOTOBKE K OTJEIbHBIM 33JJaHUSM TEKYILEro KOHTPOJIS

ColecenoBaHue TpeAnoyaraeT OpraHU3alui0 Oecelbl IMpernojaBaTess CcO CTYIEHTaMH II0 BOIPOCaM
MPAKTUYECKOTO 3aHATUS C LENblo 0ojiee OOCTOATENBHOTO BBISBICHUS MX 3HAHUN MO ONpEACICHHOMY
pasgeny, Teme, mpoOieMe W T.II. Bce WiIeHB TPyNIbl MOTYT Y4acTBOBaTh B OOCYKIEHUU, J00ABIATH
nH(pOpPMAIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.
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VYCTHBI ONMPOC MOXKET TPUMEHATHCS B  pasinyHbIX (opmax: (POHTANbHBIA, WHAWBUIYAIbHBIH,
KOMOMHUpPOBaHHbII. OCHOBHBIE KaU€CTBAa YCTHOTO OTBETA MOJIIEXKAILETO OICHKE:

- IPaBWJIBHOCTb OTBETA I10 COACPIKAHHUIO;

- IOJTHOTA U INIyOuHa OTBETA;

- CO3HATEJILHOCTb OTBETA;

- JIOTMKA U3JI0)KEHUsI MaTepHaa;

- PallMOHAIBLHOCTH MCTIONB30BAHHBIX IIPUEMOB U CIIOCOOOB PELIeHNs TOCTAaBICHHON yueOHOil 3a1auu;

- CBOEBPEMEHHOCTh U 3((HEKTUBHOCTH UCIOIH30BaHUS HAMISIHBIX MOCOOMM U TEXHUYECKUX CPEACTB MpHU
OTBETE;

- UCITIOJIB30BAHUEC OOIIOJIHUTCIBHOIO MaT€puaa,
- padlOHAJIBHOCTH UCITIOJIB30BaHWA BPEMCHH, OTBCACHHOI'O HA 3aJaHHUC.

VYCTHBI OMPOC MOXKET COIMPOBOXKAATHCS MPE3CHTAIUEH, KOTOpas TOATOTABIMBACTCS IO OJHOMY U3
BOIIPOCOB MPAKTHUYECKOTO 3aHATUS. [IpH BBICTYIUIGHHH ¢ Tpe3eHTaIeld HeoOXoAuMO oOpamarb BHUIMaHUE
Ha TaKHe MOMEHTHI KaK:

- cofep)KaHUE MPE3CHTAlMU: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUAM (II€TTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKaHHUS M JUTEPaTyphl), MPaKTHUECKasi HANpaBICHHOCTb, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aleKBaTHOCTh UCIIOJIb30BaHHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTbH MPE3CHTYEMOT0 MaTrepuara;

- odopmileHHE Tpe3eHTaluu: 00beM (ONTUMAIbHOE KOJIMYECTBO), IHM3aiiH (YMTaeMOCTb, HAJIWYHE WU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE HWH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUTHMHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOIb30BaHHUE
BO3MO)KHOCTH ITPOTPaAaMMHOI CpeJibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEHTa, SMOLMOHAIBHOCTD, YMEHHUE
OTBETHTb Ha BOIPOCHI, CHCTEMAaTU3UPOBAHHBIE, TITyOOKHE 1 TIOIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBbl:
- COIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh M3JIOKEHUS Marepuasna, pacKpbITHE TEeMbl, JOCTYIHOCTb
u3noxkeHus, dPpdexTuBHOCT npuMeHeHus cpeactB  WKT, cmocoObl W  yCIOBHS  JTOCTHIKECHHUS
PE3yABTaTUBHOCTH M I(PGEKTUBHOCTH AJIsS BBIOTHEHUS 3a/ad CcBOed MpodeccHoHATbHOW WU yueOHOU
JeSITeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUH, YMEHHE apryMEHTHUPOBATh CBOM 3aKJIIOUYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOnM4YecKoe 1 HHPOPMALMOHHOE o0ecrieyeHre JUCHUIITHHbI

6.1 OcHoBHas UTEpaTYypa:

1. llepenxoB B.M., Mutpomkun A.I. Madopmanmonnas 6e30macHOCTh U 3amuTa nHpopmanuu. - TamOoB:
[b.1.], 2014. - 1 snexTpon. ont. nuck (CD-ROM)

2. Jlonatun J1.B., Kanununa FO0.B. bezonacHbie HHGOpPMAIMOHHBIE TEXHOIOTHY : AJIEKTPOH. yuel. mocodue.
- Tamb6o0B: [b.u.], 2014. - 1 anekTpoH. ont. nuck (CD-ROM)

3. ABepuenkos, B. U. Aynut naHpopMannoHHo# 6e30macHOCTH : yaeOHOe mocoOue Iy By30B. - Bech cpok
OXpaHbl aBTOPCKOTO TpaBa; AyauT WHHOPMAIMOHHONW 0e30macHOCTH. - bpsHCk:  BpsHCckuit
rOCyJIapCTBEHHBIN TeXHUYeCKHil yHUBepcuteT, 2012. - 268 c. - Tekct : anekrponHsiii / IPR BOOKS [caiT].
- URL: http://www.iprbookshop.ru/6991.html

6.2 1Hble NICTOUYHUKH:
1. YHuBepcureTckas OMOIMOTEKa OHJIAMH: ANEKTPOHHO-OMOIOTeYHas cucteMa - http://www.biblioclub.ru

2. Koucynsrant crygeHTta. ['yMaHuTapHble  HAayKd:  OJJIEKTPOHHO-OMOIMOTEYHass  cUCTeMa -
http://www.studentlibrary.ru

3. Poccuiickas HanmoHanbHass OM0oiInoTexa - www.nlr.ru
4. Hayunas snexktponHas Oubnroreka Poccuiickoit akaieMiun eCTECTBO3HAHUS - Www.monographies.ru
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7. MaTepuaJbHO-TeXHHYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

I[J'DI MMPOBCACHUA 3aHATUM TI0 JUCHUITIINHEC HGOGXO,Z[I/IMO CJICAyomee MarcpruaJIbHO-TCXHUYCCKOC
obOecrnieucHue: y‘-Ie6HI>Ie AyauTOpruun Jid TIPOBCACHUA 3aHATHI JICKIUOHHOI'O W CCMHUHAPCKOT0 THIIA,
rpynmnoBbIX W HWHIAWBHUAYAJIbHBIX KOHCYHLTaLII/If/’I, TCKYLICTO KOHTPOJA H HpOMe)KYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSITEIIHbHOM pa6OTI:I.

VYdeOHble ayTUTOPUN U MIOMEICHHUS JJIS1 CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeICTaBIeHus yueOHo nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHus: 111 CaMOCTOSITEIbHON PabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHreM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEILHYIO CPeNy YHUBEPCUTETA.

Jlnst mpoBeeHusl 3aHATHI JIEKIIMOHHOTO THIIAa UCTIONB3YIOTCS HA0OPBI IEMOHCTPAILIMOHHOTO 000PYI0BaHUS,
o0ecreYnBarole TEMaTHIEeCKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JlueH3noHHOE U CBOOOHO pacIpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUCHHE:

Kaspersky Endpoint Security mist 6usneca - Cranpmaptasiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Microsoft Office [Ipodeccronanbhsrii mioc 2007
7-Zip 9.20

Onepannonnas cucrema Microsoft Windows 10
Adobe Reader XI - Russian

[Tpodeccuonanpubie 6a3bl JaHHBIX U HH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:
1. Dnexrponnas 6ubmuorexka TI'Y. — URL: https://elibrary.tsutmb.ru/

2. DIEKTPOHHBII Karajor DyHIaMEeHTaIbHON OnOIMOTEeKN TI'V. - URL:
https://www.tsutmb.ru/biblio/elektronnyij-katalog/

3. Hayunas snexrponnas 6ubnuoreka eLIBRARY.ru. — URL: https://elibrary.ru

4. Poccuiickas rocynapcTBeHHast Oubnunoreka: opunuanbhbiii caifit. — URL: https://www.rsl.ru
5. Poccuiickas HarmoHanbpHas 6nbamoreka: odurmansHbiid caiit. — URL: http://nlr.ru

6. [Ipe3unenrckas 6ubnuoreka umenu b.H. Enpriuna. — URL: https://www.prlib.ru

7. Dnexrponnas o6udmuorexka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

DJIeKTpPOHHAS HH(OPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3auMoneiicTBue mpernomaBaTenss W CTYy[JEHTa B Tpolecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM
MYJIBTUMEIHUHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKAIIHOHHBIX TEXHOJIOTHH, HUCHOJIB3YEMBIX B

ANIEKTPOHHOH HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIec YHUBEPCHUTETA.



